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U.S. Department of Commerce Privacy Impact Assessment
NOAA/NWS/Configuration Branch Information Technology System (CBITS)

Unique Project Identifier: NOAA8100

Introduction: System Description

Provide a description of the system that addresses the following elements:

The response must be written in plain language and be as comprehensive as necessary to describe the system.

(a) Whether it is a general support system, major application, or other type of system

The Configuration Branch Information Technology System (CBITS) is a general support
computer system.

(b) System location

The Configuration Branch Information Technology System (CBITS) is located in Silver Spring,
MD.

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

The Configuration Branch Information Technology System (CBITS) allows the Office of
Observations (OBS) to collect data in order to support the management and operations of National
Weather Service (NWS) equipment. NOAA8100-CBITS is owned and operated by the OBS
Surface and Upper Air Division. NOAA8100-CBITS hosts Oracle-based applications used to
collect data via web-based data entry forms. Additionally, NOAA8100-CBITS host one
application outside the core mission of managing and maintaining NWS mission: this is the
Station Information System (SIS) application. NOAA8100-CBITS uses NOAA8850 as a network
service provider and NOAA0550 for a Common Control provider.

(d) The way the system operates to achieve the purpose(s) identified in Section 4

The user community accesses the CBITS applications via web portals designed to allow entry of
data collected by the users and to generate reports used by NWS management. The data is
collected and stored in multiple Oracle databases.

Additionally, SIS is a web-based CO-OP Station metadata management where the authenticated
and authorized weather forecasting officers and meteorologists will enter and manage the metadata
via secure portal.
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(e) How information in the system is retrieved by the user

Information in the CBITS is served to the users via daily reports and is also accessed via web
pages that provide the ability for users to query the system.

For SIS: The users login to the application using their credentials and based on their roles, users
will have access to canned reports and capabilities ranging from editing and submitting the data to
approving and rejecting the updates.

(f) How information is transmitted to and from the system

Information is transmitted to and from the system via web forms and reports, via ingestible data
files, and through secure FTP.

For SIS: The data is transmitted to and from the systems via SSL encrypted HTTPS layer to the
backend database.

(g) Any information sharing conducted by the system

SIS does not share privacy data with other systems, except in case security or privacy breaches,
when information is shared within the bureau, with the Department, and with other Federal
agencies, most probably the Department of Justice. Authorized users who can use and access the
Personally Identifiable Information (PII) and Business Identifiable Information (BII) are strictly
limited to the program administrators and managers (NOAA employees and contractors). In case
of security or privacy breaches, NOAA8100-CBITS stores Federal and contractor user names,
work emails, work phone numbers and the IP addresses from which those users are accessing the
NOAAS8100-CBITS.

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

e 5 U.S.C. § 301 authorizes the operations of an executive agency, including the creation,
custodianship, maintenance and distribution of records.

e 15U.S.C. § 1512 is an Organic Law which confers general powers and duties authority to
executive agencies, vesting jurisdiction and control of departments, bureaus, offices and
branches.

e Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531- 332; 15 U.S.C. 1501 et.
seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.

e 44U.S.C.3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5 U.S.C. 5379; 5 CFR Part
537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC) 65, July 26, 1999;
DAO 210-110; Executive Order 12564; Public Law 100-71, dated July 11, 1987.
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(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system

NOAAS8100-CBITS is categorized as a FIPS-199 Moderate impact information system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data
J. Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy
risks, and there is not a SAOP approved Privacy Impact Assessment.

This is an existing information system in which changes do not create new privacy
risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2015
or 01-2017).

X This is an existing information system in which changes do not create new privacy

risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2019 or
later).

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* f. Driver’s License j- Financial Account
b. Taxpayer ID g. Passport k. Financial Transaction
c. Employer ID h. Alien Regist


































